This is a how-to on the installation and use of Malwarebytes, Go to the website at
http://www.malwarebytes.org/. It looks like this;
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Welcome to Malwarebytes

Malwarebytes is a site dedicated to fighting malware. Malwarebytes has developed a variety of tools that can identify and remove malicious software from
your computer. When your computer becomes infected, Malwarebytes can provide the needed assistance to remove the infection and restore the machine
back to optimum performance.

Latest News

December 21st, 2010 Malwarebytes® Anti-Malware version 1.50.1 released.
Movember 29th, 2010 Malwarebytes® Anti-Malware version 1.50 released.
April 28th, 2010 Malwarebytes® Anti-Malware version 1.46 released.
March 29th, 2010 Malwarebytes” Anti-Malware version 1.45 released.
January 7th, 2010 Malwarebytes® Anti-Malware version 1.44 released.

Click on the Download free version button. The next screen that appears looks something like
this;
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Click the blue Download Now button. | am using Firefox web browser so the next dialog box
that appears looks like this;
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If you are using Internet Explorer, the dialog box is similar. If you are using Google Chrome,
there is not dialog box but there is a strip that appears at the bottom of the screen showing
the download. If you have previously selected that you should be asked where you want to
save downloaded files, the next dialog will look something like this;
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On this screen you can select in what directory /folder you wish to save the file. If you have
not selected that you wish to pick the directory for saving each time you download, the file will
be saved in the Download directory / folder. | recommend that you save the file to your
desktop. That way it will be ready to use and to delete afterward. The icon for the file looks
like this;
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When you locate the icon, double click on the it using the left mouse button. That will bring up
the first dialog box of the installation. It looks like this;
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| Select Setup Language
PR R !

i EID! Select the language to use during the

installation:

| English

If your language is not English, select your language. Then click OK. The next dialog box is
the setup. It looks like this;

r}fﬁ' Setup - Malwarebytes” Anti-Malware “: | |_-£3-J1

WEHNETES T (33 Welcome to the Malwarebytes'
Anti-Malware Setup Wizard

This will install Malwarebytes' Anti-Malware on your computer.,

Itis recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

MNext = ] I Cancel

Close other applications, then click next. The End User License Agreement (EULA) is the next
dialog box and it looks like this;
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License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Malwarebytes End-User License

THIS END-USER. LICEMSE ("LICEMSE") IS DESIGMED FOR USERS OF THE e
MALWAREBYTES ANTI-MALWARE FREE AND FULL VERSIONS. IF YOU HAVE
PURCHASED SPECIALTY VERSION OF THE MALWAREBYTES SOFTWARE, SEE

BELOW FOR SPECIAL LICEMSE TERMS THAT MAY APPLY TO YOUR PRODUCT.

By installing or running this software, you are agreeing to the terms of this

License. If you do not agree to abide by the terms of this Agreement, you may

not install or run the Malwarebytes Anti-Malware Software (the "Software™ and
must delete any copies of that Software in your possession, If you agreetothe ™

@ I accept the agreement

(71 I do not accept the agreement

l < Back ][ Mext = ]l Cancel ]

Click on the 'l accept the agreement' radio button and click the Next button. The next dialog

box gives you information about Malwarebytes including what has been fixed since the last
edition. That dialog box looks like this;

I ks
i5) Setup - Malwarebytes' Anti-Malware w

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Mext,

Malwarebytes' Anti-Malware
€ Malwarebvtes Corporation. All rights reserved.
<www.malwarebvies org>

m

Version 1.50.1.1100 released on December 21st, 2010

Issues Fixed:

1. Fixed issue with the scheduler not performing realtime updates.
2. Fixed multiple issues with product crashing during a scan.
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Click the Next button. The next dialog box asks you if the default location is the place where
you want the program saved. In most cases the default location is fine. Click the Next button.

Select Destination Location
Where should Malwarebytes' Anti-Malware be installed?

1 Setup will install Malwarebytes' Anti-Malware into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

:\Program Files {x86)Malwarebytes' AntiMalware Browse. ..

At least 10,4 MB of free disk space is reguired.

[ < Back |[ Mext = ]l Cancel |

The following dialog box asks if the default Start Menu folder is named the way you want it. In
most cases, it is. Click the Next button.
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Select Start Menu Folder
Where should Setup place the program's shortouts?

i_ i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, didk Mext, If vou would like to select a different folder, dick Browse.

alwarebytes' Anti-Malware] Browse...

[ | Dor't create a Start Menu folder

« Back ” Mext = ][ Cancel




The next dialog box asks you if you want a desktop icon and / or a quick launch icon. | use
quick launch so the dialog box looks like this;
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i5 Setup - Malwarebytes' Anti-Malware w

| select Additional Tasks

Which additional tasks should be perfarmed? ﬁ

Select the additional tasks you would like Setup to perform while installing
Malwarebytes' Anti-Malware, then dick Mext.

Additional icons:
[7] create a desktop icon
[¥] create a Quidk Launch icon

[ « Back ][ Mext = ][ Cancel

Finally, the following dialog box is the install box. Click the Install button.
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Ready to Install

Setup is now ready to begin instaling Malwarebytes' Anti-Malware on your
computer.

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:
C:\Program Files (x88)\Malwarebytes' Anti-Malware

Start Menu folder:
Malwarebytes' Anti-Malware

< Back |[ Inztall ]I Cancel




The following dialog box has a progress bar showing you how long the installation is taking. It
looks like this;
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ﬁ-’ Setup - Malwarebytes® Anti-Mabware _El_léj

Installing
Please wait while Setup installs Malwarebytes' Anti-Malware on your computer,

Sawving uninstall information...

Cancel

The last dialog box of the installation looks like this. It asks if you want to update
Malwarebytes and start the program. Click the Finnish button to do that.

[EEJ Setup - Malwarebytes' Anti-Malware

Completing the Malwarebytes'
Anti-Malware Setup Wizard

Malwarebytes’

Setup has finished installing Malwarebytes' Anti-Malware on
your computer, The application may be launched by selecting

the installed icons.

Click Finish to exit Setup.

[#] Update Malwarebytes' Anti-Malware

[¥] Launch Malwarebytes' AntiMalware

Finish




The Updating dialog box appears with its progress bar that tells you how long the update will
be. It looks like this;

The database was successfully updated from version 5363 to version
5481,




The program starts after you click the OK button on the update success dialog box. The
program looks this;

[ Maworebytes - Malvor A -~ I8 -

‘Malwarebuytes’

[ Scanner Pratection ‘ Lpdate : Huarantine Logs Ignore List | Settings More Tacls | About i
1L Scanner
I ,i| The scanner can find and remove malicious software present on pour system. Please select a scan type and click 'Scan’. Pleasze close
— all unnecessan applications o improve scan peffarmance.
Fleaze select a scan type below,
@ Perform quick scan
A quick zcan wtilizes our unigue fazt zcanning technology to scan pour gystem for malicious zoftware,
| ) Perform full scan
A full zean will zoan all files on the selected drive(z). & quick szan is recommended in most cases.
| ") Perform flash scan
A flazh scan will analyze memory and autorun objectz. It is only available to our icensed users,
| Scan
Reqgister J | FPurchaze
o — =

If you have the time (about 2 to 6 hours), click the Perform full scan radio button followed by
the Scan button. | recommend doing that. If you want to do a quick check, just click the Scan
button as the Preform quick scan is the default choice. That scan takes about 15 minutes.

When you start the program in the future, either from a desktop icon, a quick launch icon, or
from the start menu, you will want to perform an update of the data base so that when you run
a scan it can find all the malware. To run an update, click on the Update tab between the
Protection and Quarantine tabs. That tab will display (see the next figure) the date of the last
update and a Check for Updates button. Click the Check for Updates button.
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Update
r " - The updater allows you to update the software and databaze to the latest version,

Current database information:

Date: 1772011
D atabase version: 5481
Fingerprints loaded: 298666

| Check for Updates

Latest news:

[12/2140) Malwarebytes' Anti-t alware verzion 1.50.1 haz been released!

Click Here to download the latest version »»
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Once the update is complete the update success dialog box will appear. Click the OK button
then click the Scanner tab to get back to which type of scan you wish to perform.

When you perform a scan and the program finds no malware, you will be presented with a
successful scan dialog box that looks like this;

Malwarebytes' Anti-Malware I&J

. .  The scan completed successfully. No malicious items were detected.

A log file has been saved to the logs folder.

Lok |

Click the OK button and you will see the Log file in Notepad or your default .txt file program. It
will look something like this;
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File Recent Edit | Favourites | Options Help
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Malwarebytes' Anti-Halware 1.58.1.1184
wwy.malwarehytes.orq
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Database version: 5485

Windows 6.1.7688
Internet Explorer B.08.76008.16385

1/8/72811 2:56:48 PH
mbam-log-2611-81-88 (14-56-48).txt

Scan type: Quick scan
Objects scanned: 155865
Time elapsed: 2 minute({s), 22 second(s)

Memory Processes Infected: @
Memory HModules Infected: @
Registry Keys Infected: 8
Registry Values Infected: @
Registry Data Items Infected: 8
Folders Infected: @

Files Infected: 8

Memory Processes Infected:
{Ho malicious items detected)

Memory HModules Infected:
' {Ho malicious items detected)

Registry Keys Infected:
{Ho malicious items detected)

Registry Ualues Infected:
{Ho malicious items detected)

HegiStrg Data Items Infected:
DOS | INS | Line: 1/44 |Col: 1

If you have malware, the dialog box and Log file will show where and what you have. The
Malwarebytes program will offer you a dialog box that allows you rid your computer of the
malware. Click on the buttons that will remove the malware.



