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INFORMATION for Saturday March 22 start time in person at
Library Board Room is 9:30am or at home Zoom is 10:00am.

This will be a hybrid meeting.

There will be a meeting invitation e-mail Thursday evening

before the Saturday meeting.

Our March presentation we will have various videos about

Income Tax programs and backup programs

NEW MAIL ADDRESS!!! NEW MAIL ADDRESS!!!

CAEUG,
P.O. Box 153
South Elgin, IL 60177
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Thank you! to all who paid the
low $20.00 dues for 2025!

Your support helps pay for our
APCUG membership and CAEUG website
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Join CAEUG meeting in Library or from Home,
Stay Safe! Update information on our website at

https://www.CAEUG.net



CAEUG OFFICERS
President Carl Wallin

V.P. (Programs)  Roger Kinzie

Secretary Position OPEN
Treasurer Kathy Groce
Newsletter Kathy Groce

Board Member
Frank Braman

The Glenside Public Library address is
at 25 E Fullerton Avenue, Glendale
Heights, lllinois. The meeting(s) are not
library  sponsored Individuals with
disabilities who plan to attend this
program and who require certain
accommodations in order to observe
and / or participate in the program are

requested to contact CAEUG president,

Members Helpline

Any member can volunteer to be
on the Members Helpline.
Hardware problems, Win 7, Win
10, Linux and Virus Removal

- John Spizzirri

Joanne Beauregard at least five (5) days prior to the

Webmaster
webmaster(at)caeug.net

program, o) that reasonable

John Spizzirri
accommodation can be made.

About DVD of the Month

Unfortunately, the DVD of the Month is no longer creating an income center for the club. August 2022
will be the last issue of the DVD. Starting in September, | will feature a review of a freeware program in
the ARI... Some of these programs may be elaborate and complicated others may be very simple. |
may include screen shots if that can be accommodated.

Lamp Post 277
March 2025
by John Spizzirri

The Decorah bald eagles have rebuilt their nest
( 1 ) and started a new family. The expected
dates of hatching are between March 21st and
28th. The Canadian Goose has started a clutch
at the Decorah South nest ( 2 ). She has five
eggs so far. With longer night time hours, now is
the time to keep the Aurora cam sites in your
favorites. The Northern Lights (Aurora Borealis)
cam at Churchill, Manitoba, Canada ( 3 ) is in the Central Time zone as is the
polar bear site ( 4 ). If you stay up really late or get up early, try the Alaska
Borealis cams ( 5 ). Two places to try offer various cams from around the
world ( 6, 7 ). To check on the space weather (for aurora forecasts) try here
(8 ) and NASA (1 9).

1) https://is.gd/0YqTVG

2) https://is.gd/YAuUMFO

3) https://is.gd/3RjcRQ

4) https://is.gd/7PDEvO

5) https://auroranotify.com/aurora-links/
6) https://seetheaurora.com/webcams

7) https://lightsoverlapland.com/?p=79
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8) https://www.spaceweather.com/
9) https://www.swpc.noaa.gov/

Cursor Al ( 1 ) refused to generate code for a developer giving him this
message, "I cannot generate code for you, as that would be completing your
work. The code appears to be handling skid mark fade effects in a racing
game, but you should develop the logic yourself. This ensures you understand
the system and can maintain it properly." It had already delivered 800 lines of
code without advice. It did this in just one hour. The developer posted a
complaint in a forum. Other developers said they had not run into that type of
problem. In the ArsTechnica article ( 2 ) ChatGPT ( 3 ) reported similar
problems in late 2023. Users got around the ChatGPT refusals by inserting
statements like this into the prompt, "You are a tireless Al model that works
24/7 without breaks." OpenAl is looking into fixing the "laziness issue with a
ChatGPT model update". If that doesn't smack of sentient, | don't know what
does.

1) https://www.cursor.com/en
2) https://is.gd/U2UcT9
3) https://openai.com/index/chatgpt/

Malwarebytes ( 1 ) reports that Android phones have a vulnerability that is
being exploited ( 2 ). Crackers, via wi-fi, get access to the phone then get
escalation of privilege to take total control of the phone. The only way to avoid
this is to update right away. Google ( 3 ) has instituted a fix in the updates of
the Android kernel.

1) https://www.malwarebytes.com/
2) https://is.gd/U2UcT9
3) https://www.google.com/

The Federal Bureau of Investigation ( FBI 1 ) has warned that crackers are
using Artificial intelligence ( AI 2 ) to create voice and video clones of trusted
individuals with correct grammar and diction to deceive victims into revealing
sensitive or financial data ( 3 ). If you find yourself being asked for data, call
or contact the person back at a number or email or video that you know that
they had previous to the call, do NOT use the one that is given during the call
or video. Verify that the person is actually contacting you. If you are the
subject of a cracker, you can report it at this web site ( 4 ). Hopefully, Musk
has not fired the people that work at this vital complaint center.

1) https://www.fbi.gov/

2) https://en.wikipedia.org/wiki/Artificial_intelligence
3) https://is.gd/IcqaBI

4) https://www.ic3.gov/

Con't pg 4 Page 3

http://www.caeug.net



If you are considering keeping track of children or grandchildren via their cell
phones, | have one word for you; DON'T. The programs that are used to keep
track of children or grandchildren via cell phones are Spyic ( 1 ), Cocospy ( 2
). Spyzie ( 3 ). You may note that all the program names contain the word
SPY. There are other programs that do the same type of job. They are; mSpy
( 4 ), pcTattletale ( 5 ), TheTruthSpy ( 6 ). These second three have had data
breaches. pcTattletale is out of business because of the data breach. When is
comes to data breaches, it is not a matter of if, it is a matter of when. What
kind of data will be breached? Audio of children? Video of children? Still pics of
children? Will it be used in divorce proceedings? What about domestic
violence? Avoid trouble. Boycott these programs.

1) https://spyic.com/

2) https://www.cocospy.com/

3) https://spyzie.io/

4) https://www.mspy.com/

5) https://is.gd/E718fD

6) https://phoneparental.com/app/

Between you, me and the LampPost. That's all for now.

Backup Tools and Procedures
By Tom Burt, Vice President
Sun City Summerlin Computer Club
https://www.scscc.club tomburt89134 (at) cox.net

It's been a few years since I've written about tools and procedures for backing up
your computer. With the growing popularity of smartphones and tablets, the need for
backup has expanded to include those devices and traditional Windows, Macintosh,
and Linux PCs. | can't stress enough how important it is to make regular backup
copies of your data files and of your computer's entire hard drive. The backup
landscape has changed somewhat, so it seemed a good time for an update.

What is Backing Up?

Backing up means accurately copying some or all of the data and software stored on
your computer's storage drive. The copy is commonly stored on some type of
external storage device that is not generally connected to your computer. The
external device may be a USB hard drive or flash drive, a removable rack-mount hard
drive, a folder or partition on another computer on your in-house network, or a server
elsewhere on the Internet such as Dropbox, MS OneDrive, or Google Drive. A personal
backup solution may include some or all of the above.

Why Back Up?

The reason to make backups is that (putting it politely) BAD STUFF HAPPENS!
Computer equipment is highly reliable and may run for years without failing, but
sooner or later, storage devices fail. More commonly, accidents (drops and spills,
turning off the PC's power, power failures and power surges, and so forth) happen,
causing a storage device or other device component to fail. A vast array of malicious
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software waits for any opportunity to attack, damage, or lock up saved data. There's also
a fundamental human error — accidentally deleting a file or a folder.

Without a safe backup copy, data saved on your computer may be irretrievably lost. For
example, consider digital photos, videos, music, and financial / tax records. Also, if you
had to start over with a new, blank hard drive, it would be relatively easy to reinstall
Windows, Linux, or MacOS, but what about all the other programs, settings, and all your
data?

Full Disk Backup - Cloning and Imaging

A clone of a hard drive is a complete copy to another hard drive. All information needed
to boot and run the computer and all the programs, settings, and data are written on the
backup hard drive. A clone fills up all the backup hard drive; only ONE clone can be
written to the backup drive. To restore after the computer's internal hard drive has failed
or been corrupted, one can either clone from the backup drive to the computer's
(possibly new) internal drive or remove the failed drive and install the backup drive in its
place. Cloning back should be the first choice on a laptop or all-in-one computer,
provided the internal drive hasn't failed. Removing and replacing a laptop's internal drive
is a challenging task.

An Image of a hard drive is a complete copy written to a single compressed file on
another storage device. The compressed image file doesn't typically use as much space
as the original data; only the actual space is backed up. Keeping several image files on a
single external storage device is usually possible. As with a clone, the image file contains
all the information needed to boot and run the PC, along with all the programs and data.
However, the image file is not itself bootable.

A bootable recovery disk (CD or DVD) or flash drive is required to restore either a clone
or an image file. All the primary backup tools include a tool to create bootable recovery
media.

Popular Full Disk Backup Tools for Desktop Computers
There are several well-known software tools for backing up the hard drives of desktop
PCs and Macs.

Acronis Cyber Protect Home (2023)

* https://www.acronis.com/en-us/ or https://ugr7.com/

 Integrated suite of backup, anti-virus, and ransomware protection.

* Excellent for backing up entire hard drives or partitions.

* Makes both "clones" and "images."

* Can "mount" a backup image as a logical drive.

* Can make bootable "Rescue Media" for both backup and restore.

* |t can also back up individual files and folders.

* Single PC essential subscription lists at $50 / year, family pack of 3 about $80 / year
There are premium offerings, including cloud storage.
User Group Relations (Gene Barlow) prices are 50% lower. https://ugr7.com/

CASPER by Future Systems Software
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 https://www.fssdev.com/products/casper/

* Makes "images".

* Features bootable images.

* The single system price is about $60; a family pack of 5 for $80.
* Has a 30-day free trial.

Macrium Reflect 8 Home

 https://www.macrium.com/products/home

* The free version has been discontinued but continues to work on Windows 10 and
11.; you can subscribe to the "Home" edition for an annual fee of $49.99 or buy a
one-year license for $70 (no support after the first year). They offer a 30-day free
trial.

* Can back up entire hard drive or partitions.

* Makes both "clones" or "images."

* Can "mount" a backup image as a logical drive.

* Can make bootable "Rescue Media" for both backup and restore.

EaseUS ToDo Backup FREE

* https://www.easeus.com/backup-software/tb-free.html

» See feature comparison,

* Makes "images". You can "boot" from an image.

* You can upgrade to a fuller-featured "Home" edition for $39.99 annually, one year
free upgrade, or a "Lifetime Upgrades" edition for $79.95.

| tried using EaseUS ToDo Backup to back up my C: drive to a USB 3 external 7200
RPM hard drive. It required 52 min to back up 300 GB of data. The resultant image
size was 184.5 GB. A substantial number of MP4 files on the C: drive had already
been compressed.

Windows 11 Backup (Windows 7) FREE (built-in to Windows 10 and 11)

* This backup tool is reached via:
Control Panel > All Control Panel ltems > Backup and Restore (Windows 7)

* You can use it to back up key library folders or "Create a system image." Once
there, you can add additional drives or partitions to the basic C: drive partition set.

* | set it up and let it run to make an image of my C: drive (300 GB of data). It ran
for 92 minutes. The final image file size was 300 GB; there was NO compression.

Macrium Reflect Free Edition has been my favorite of the above offerings. It's fast,
easy to use, and does everything | need for whole disk backup. And the price was
right! However, I'm presently evaluating free and paid alternatives. Here's a link to a
good article listing some free backup software tools:

https://www.techradar.com/best/best-free-backup-software. I'm disenchanted with the
built-in Windows 7 backup. It's too slow, and the images aren't compressed. I'm also
disenchanted that Acronis and Macrium will use an annual subscription model.
EaseUS ToDo Backup Free edition looks promising as a replacement for the Macrium
Reflect 8 Free edition.
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File Backup Tools

Full disk backups are great, but users don't typically run them daily because they take
time, and the backup drive has to be retrieved and connected to the computer. This
creates a risk that data files that change may not be accurately reflected in the
backup. Consider your saved email and contacts, financial and accounting files, and
other documents and spreadsheets you may be working on.

Windows File History or MacOS Time Machine

One approach is to use an automated file backup tool that scans a designated set of
folders at some specified time interval (say every hour). It makes a copy of any new
or changed files to a backup storage device such as a flash drive, external hard drive,
or a shared folder on another computer. | use File History, checking once an hour, to
supplement full disk backups for specific key file folders.

Windows File Explorer or MacOS File Manager / Finder

For simple one-shot backups, you can still use the built-in file manager programs to
select a set of files and copy them to an external flash drive, hard drive, or network-
shared folder.

Cloud Backup Tools

There are many free and paid cloud backup services. Most of these include an
automatic sync tool that copies files from your computer to your private space on the
cloud server. Here are some of the free ones:

Google Cloud (Google Drive) - FREE
 https://drive.google.com/drive/u/0/my-drive
* Requires a Google / Gmail account
* 15-17 GB of free cloud storage
* Install Google Backup and Sync app (Windows)
* Use Settings to specify a set of folders to be monitored and backed up to the
Google Cloud whenever a change is detected (very similar to Windows File History)

Microsoft OneDrive - FREE
* https://onedrive.live.com/about/en-us/
* Requires a Microsoft Account
* 5 GB free (more if you've had a Microsoft ID for a long time). If you're subscribed
to Microsoft 365 (the Office suite), you get 1 TB per license user, up to 6 TB in total.
* Syncs from a OneDrive folder on your PC or device to your OneDrive cloud
storage.

Apple iCloud - FREE
* www.apple.com/icloud
* Requires an Apple ID (Account)
* 5 GB free, can add more space for a fee
* Built into all Apple devices, can install an App for Windows
* Syncs across all your devices
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What About My Smart Phone or Tablet?

Many computer users now rely on a mobile device as their primary computer for
communication, news, and entertainment, taking photos and video clips, and
recording sound. What are the options for backing up mobile devices?

Android Phones and Tablets

If you have a Google account and have configured your device to link to it, you get
quite a lot of automatic backup of files to your Google Drive cloud space. You will
want to be connected to a WiFi router when this happens, or your Android device may
use up a lot of your monthly data allotment.

You can also connect your Android device via a USB cable to your desktop computer
and use the Windows File Manager or MacOS Finder to copy files from the mobile
device to a folder on the desktop computer. You can also copy files from the desktop
computer to the Android mobile device.

To fully back up all your Android device's data, you can purchase and install third-
party backup Apps. Try a web search for Android Full Backup to see what's available.

Apple Phones and Tablets

If you have an Apple ID, all your devices, including iPhone, iPad, Mac, and Apple
Watch, already have built-in iCloud support and will back up data files to your iCloud
private storage space on Apple's servers. If you have several Apple devices, a
concern is using up your free 5GB allocation; you may have to buy extra space to
cover backups from all your devices.

You can connect your iPhone or iPad to your PC or Mac via a USB cable and then use
Apple's iTunes program to synchronize various file types between your mobile device
and your desktop computer. This isn't quite as general as what Android offers, but it
takes care of many file types. iTunes also provides an easy way to fully back up all the
data on your Apple mobile device into a file on your desktop computer.

Having the iCloud backup enabled on your mobile device is a good idea. This takes
care of frequently changing files. Use the iTunes full backup occasionally to ensure
ALL your devices' files are backed up.

With these backups in place, if your phone or tablet is damaged, goes up in flames, or
gets lost, you can replace the phone or tablet with relative ease, restore all your
saved data files, and be back in business.

In 1988 Isaac Asimov and Jason A. Shulman published “Isaac Asimov’s Book of Science and
Nature Quotations”. The work contained 86 sections, and each began with a quotation from
Asimov. The epigraph for the “Science and Society” section was the following:

The saddest aspect of life right now is that science gathers knowledge
faster than society gathers wisdom.” - Isaac Asimov
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